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Meet Your Speaker:
Travis Street ®

* President / CEO / Founder CTS

* Over 15 years working with IT and the
Multifamily Industry

* Specialized in outsourced managed
IT support, cybersecurity, and consulting
services exclusively to Multifamily
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Multifamily IT Solutions J

Cybersecurity Awareness and Multifamily:
How to be a "Human Firewall” at your
Properties



About CTS

Founded in 2001

15 Years in Multifamily

24/7 Nationwide Remote
and onsite Tech Support

e

Po

Managed IT support,
consultation, and
cybersecurity services to the
multifamily industry

Service Desk and Network
Operations Center (NOC)
based in Plano Texas



This presentation will help educate you on basics of:

® What Cybersecurity Awareness means
® Why itisimportant
® Common pitfalls to be aware of

® How to avoid becoming a victim and become a *Human
Firewall”
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Why Is
Cybersecurity
Awareness
Important to
me?

Ever increasing number and sophistication of threats
Help protect yourself and your assets

Cost of incident downtime and recovery

Company publicimage

43% of cyber attacks effect small businesses

“You can have the best security in the world, but nothing
will give you 100% protection. In this case, your staff are
the last line of defense!” —Travis Street



“A firewall is a network security device that
monitors traffic to or from your network. It
allows or blocks traffic based on

What a defined set of security rules”

Knowledge

and Skills are To be a “Human Firewall”, you need:
needed to be a
"Human
Firewall”?

® Stop & think mindset...and common sense
® Google Search (AKA Google-Fu)

® Basic understanding of how the attacks take
place



Common Pitfalls —
Malware, Phishing and
Social Engineering

Malware and Ransomware is software
intended to harm your computer and
systems

Social Engineering is social techniques
uses to illicitly obtain information or
money via email or phone

® To gain a profit. Now a $8 Billion
industry!




Common Malware

® Viruses
® Worms
® Trojans
® Ransomware

Spyware

Other Threats

Botnets
Hacking
Pharming

Phishing

Identity Theft

Credit Card
Fraud

Wi-Fi
Eavesdropping

DoS/DDoS
Rootkit
Email Hoax

Social
Engineering

Human Factor



® Tricks you into calling "Microsoft” and
paying money to fix a fake issue

Web Attacks — ® They want remote access to your
Scareware computer to “fix” the issue

® Web pages that look similar to real
pages and want your login information.
(Ex. Office 365, Facebook)



TECH SERVICES PC SUPPORT AGENT

‘ Does your computer have any of the problems below??

CHECK ALL THAT AFPLY:

Ll Fradguént pop=upg of atfisr probléme présant ms ifam Brosesing ths indeamel
[ ] My FC recendy DeCame much SIOWer of 1S 100 SIow 10 use
L] 1 am often warned of a virus infeciion of | am asked 1o pay fod virus femeeval

Ll My P fregquiantly craa e

CONTINL

Checking any of these
boxes triggered a
deceptive report

of malware on the
consumer’s computer.




AW, Sl emversion, oom

A WARNING!

YOUR COMPUTER MAY BE INFECTED:

Sysbem Detecied (2) Polentally '3 Winuses ool EI.I'IH'HEF-}' and Tl"l!lf.lri.Fﬂ.r'il'.ﬂ.T."-
aload, Your Personal & Frrancal informanan MAY NOT BE SAFE.

To Remove Viruses, Call Tech Support Online Now:

1(866) 627-4049

——— —— — ————




Scareware Prevention and Elimination

It can happen even if you have good security software installed — can
originate from streaming podcast sites, web advertisements

Don’t click anything!
Ctrl — Alt —Delete is your friend! Kill the task.

If that isn’t possible, hold down power button on computer to power cycle
your computer

If scareware is still present after reboot, call your IT support team



Ransomware

$2 Billion industry a year
Survey: 51% of companies victim

Encrypts your files and holds the key until you
pay in Bitcoin

Costs average $2,500
Backups with long retentions
Few firewalls or antivirus can help block

“Friendly” tech support phone number to call to
help you pay the ransom

Ooops, your files have been encrypte

What Happened to \ls C ompulrr
Your tmportant flles are encrypted

Marny of your documentys _’hu'a-w fo0i. Aataaies sod othet

scCettie because they Rave Deets cacrmy pted Mavbhe you are

recoVer your flled Dt 0 ot wane your time, Nobody can rec

Jr Gacry'plion sesVice

will be raised on -
Can | Recover My Files?
0 1700 Sure '.'.r_!.. SRAee 1Dt YOU Can recover a2l yur e salfely 2

= Ume
Teme Lo You can decrypt sotme of your flley for free. Try sow B
:‘ ||- \1‘ 1- ~" Bt o yod want 1o ey x“. all your fie you ased o pay
You ondy have ) davs 2o sutannit the payment. After that the Py
v .’L";J..".‘.A. DO WOl T he 28ie 10 recOvVer v
We will have Mree ovaenm 1 SErS WHO 2w 20 pOOT that They

How Do | Pay?
Pay et 13 arcepind in Biecuin only. For mere iaforsation of

Pleaie
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Physical Threats

Shoulder surfing

Tailgating

External drives —avoid free thumb
drives!

Desktop Security — lock your screen!

Always ask Vendors for Credentials
and verify the purpose of their visit,
especially if they are working on
telecom, door access control or other
amenities with technology




Cell/Mobile
Devices

Just as vulnerable
Use AV

Use cell network, not
free WiFi

Stay updated
Don‘t side load apps

Don't jailbreak/root




Property Management
Companies Are a Target of
Phishing!!

Many times, hackers learn the organization
structure of your company from your website

They study your vendors and processes

They use stolen information from the dark
web to create realistic signatures/emails




Common Types of
Phishing seen by
Management companies

Fake emails from executives, regionals to property
staff requesting “favors”

Fake emails from your IT department saying your
credentials are expired

Fake invoices from vendors with suspicious
attachments

Fake documents being sent from property scanner
Fake Voicemails attachements

Extortion emails (rare but very effective!)




From:
To:
Cc

Subject: Your account has been limited

PayPal [service @paypal-australia,com.au]

1. Fake sender domain.
(not service@paypal.com.au)

e T ——— =

Thu 28/06/2012 8:24 AM

PayPal

2. Suspicious Subject
and content.

How to restore your PayPal accou

Dear PayPal member,

To restore your PayPal account, you'll need tccount.

§|l 3. Bad grammar I
It's easy:

1. Click th=-t
2. Confirr http://69.162.70.169/ppau/

Click to follow link

Log in vour account now

PayPal Email ID PP32260008777636

cure browser window.
' the account, and then follow the instructions.

4. Hovering over
link reveals
suspicious URL.

T—_
P

II[

Phishing
Example



Thu 7/3/ ays . .
i Unfamiliar sender identity

Mail Administrator <Secure-mail@ust.hk>

HKUST Mail Upgrade

To

© vou forwarded this message on 7/16/2014 11:23 AM.
Downloading unknown

attachment can be
dangerous

Dear ITSC User,

We are working hard to fight phishing/spamming. We have upgraded our platform to a more
better and Secure one. You are required to download the attachment, Sign in twice for you to

enjoy this platform. Threatening user that their account

will be deleted if they do not response

Failure to validate your account may result to loss of jmportant information in your mailbox or cause

limited access to it We are sincerely sorry for any inconvenience this might cause you; we tend to serve
you better.

No real person’s name included and no

Helpdesk mention of a phone number to call or

2014 person to contact

Phishing
Example



First American Title closing@fnf.com sent you Receipt-Escrow Deposit #-
00788560-005-HOS 3-19-2021.pdf

You can download these files now or until 3/26/2021.
Questions? Ask First American (audreyabawatson@hotmail. com)

Download hles

Here's what they sent you
1item+ 113 KB

Receipt-Escrow Deposit #-00788560-005-HO5 3-19-2021.pdf
113 K8

IJ Office 365

A document has been sent through One Drive. Click the Access

Document button below and Log in with your email account to
view it.



From: Christian Garner <info@comcast4gtextmessages.com> —
Sent: Monday, November 23, 2020 12:29 PM

To: |

Subject: Gift Cards

EXTERNAL EMAIL** Use extreme caution when clicking any links or attachments, as they may have viruses or other malicious content, and NEVER provide your password, even if prompted to do so. If unsure, send the email to
help@avantiresidential.com for review.

I 2 quick message before it skips my mind again. I need you to purchase some gift cards from the store today. We intend to reward some staffs with it Reply and let me know
how soon you can get this done. Also, please keep this confidential pending the time we announce it.

Regards,

Sent from Comcast 4G Wireless




Greetings!

1 have got two not really pleasant news for you.

1 have been monitoring your internet activities for some time by now.

The only person to blame in this situation is you, since you are a big fan of adult websites and also have got an uncontrollable desire to indulge
yourself with another orgasm.

Simply speaking, all your porn websites search requests have become a key to access your device.

The thing is that I work in a3 company that provides services related to security and performance of email providers,

including NN oM s well.

1 can easily decrypt passwords of users, access their chat history and online traffic with help of cookie-files.
I have decided to analyse users traffic related to adult websites and adult content.

1was truly shocked to discover that nearly 75% of users regularly access porn websites or participates in sex chats.

1 have filtered out the worst perverts from the list. Yeah, you are one of them. Not everyone chooses to watch such hardcore videos...
Basically, I have infected your device with one of the best Trojan viruses in the market. It was relatively easy, since I have access to your email
address (EMAIL).

Since this spyware is driver-based, then I can constantly update its signatures, so that no antivirus can detect it.

While digging through your hard drive, I have saved your entire contact list, social media access, chat history and media files.

One week ago, I have montaged a videoclip, which shows you masturbating on one side of the screen and on the other side a porn video

that you were watching at that moment of time - recently this type of exotic stuff is really popular on the internet!

Don‘t worry, I will need just a few mouse clicks in order to share this video with your entire contact list and upload it to some porn website, like
Bigle.

1 believe that you would not like this to happen, since a long holiday season is just about to start soon -

just imagine the number of silly jokes and loud laughter that would get provoked by your video all over the neighbourhood bars and pubs...

1 am offering a simple and reasonable solution:

All you need to do is transfer an amount equivalent to $1950 (USA Dollars) to my bitcoin wallet and we both forget about this silly story forever.

All your data and this video will be deleted by me once and for ail. You have my honest word!
You've got to agree, this amount is really insignificant. just imagine how much time and resources I have spent to get this done...

1f you don't know how to operate the cryptocurrency - you can always search for assistance online via google.com. It is that simple.
Here is my bitcoin wallet (BTC): 16fbeN6D5JkTU7Ywh8zdAPoQWD6TZN1Z5f

You have exactly 2 days (48 hours) from the moment of opening this email.
1 still don't receive the required amount of money, then your videoclip will be automatically sent to all your contact list and uploaded to public

websites.

Extortion
Example



What CanYou
Do?

Passwords & Password
Manager

Two-factor
authentication

Separate business &
personal
emails/passwords

Utilize security software

Keep OS & programs
updated

Encryption
Be The Firewall!

Call your IT team or CTS
anytime you have doubts

| WANT YOU

T0 STOP CLICKING

S




Password Security Tips

Keep your passwords private - Do not write or
email!

Use passwords of at least 12 (twelve) characters
Use a combination of characters (ex. 3v4%Y}!)
Don't use dictionary words

A strong password should look random

Change regularly (ex. 30, 60, 90 days)




Follow These Steps

Think of a phrase or sentence with at
least eight words.

Remove all but the first letter of each
word in your phrase

Replace several of the upper-case
letters with lower case ones

Now substitute a number for at least
one letter

Finally, use a special character to
replace a letter or two

| Want To Put A Dent In
The Universe

IWTPADITU
iWtpADitU
iWtpADatU

iW+pADatU!

Password
Creation
How To



Threats now
compared to
a few years
ago...




PASSWORDS ARE LIKE
UNDERPANTS

€ You shouldn’t share them with others.

/

© Don't leave them out for everyone to see.

© Change them reqgularly.




Thank You!

If you need help or guidance,
reach out to me anytime at
travis @ctsmultifamily.com or
call 888.266.9715
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