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Your Webinar Today is Presented by:

ASSESS
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Thank you for joining us today!

Pam Pederson
Director of Engagement and Communications
Edge2Learn
ppederson@edge2learn.com

Want to learn more?

https://www.facebook.com/edge2learn
https://twitter.com/edge2learn
https://www.linkedin.com/company/edge2learn
https://www.instagram.com/edge_2_learn
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Today’s Presentation!
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Meet Your Speaker:  

Travis Street

• President / CEO / Founder CTS

• Over 15 years working with IT and the
Multifamily Industry

• Specialized in outsourced managed
IT support, cybersecurity, and consulting
services exclusively to Multifamily



Cybersecurity Awareness and Multifamily: 
How to be a “Human Firewall” at your 

Properties



About CTS

Founded in 2001

15 Years in Multifamily

Managed IT support, 
consultation, and 
cybersecurity services to the 
multifamily industry 

24/7 Nationwide Remote 
and onsite Tech Support

Service Desk and Network 
Operations Center (NOC) 
based in Plano Texas



We Will Cover

This presentation will help educate you on basics of:

• What Cybersecurity Awareness means

• Why it is important

• Common pitfalls to be aware of 

• How to avoid becoming a victim and become a “Human 
Firewall” 



Why Is 
Cybersecurity 

Awareness 
Important to 

me? 



Why Is 
Cybersecurity 
Awareness 
Important to 
me? 

• Ever increasing number and sophistication of threats 

• Help protect yourself and your assets

• Cost of incident downtime and recovery

• Company public image

• 43% of cyber attacks effect small businesses

• “You can have the best security in the world, but nothing 
will give you 100% protection. In this case, your staff are 
the last line of defense!” –Travis Street



What 
Knowledge 
and Skills are 
needed to be a 
“Human 
Firewall”?

“A firewall is a network security device that 
monitors traffic to or from your network. It 
allows or blocks traffic based on 
a defined set of security rules” 

To be a “Human Firewall”, you need: 

• Stop & think mindset…and common sense

• Google Search (AKA Google-Fu)

• Basic understanding of how the attacks take 
place 



Common Pitfalls –
Malware, Phishing and 
Social Engineering

• Malware and Ransomware is software 
intended to harm your computer and 
systems

• Social Engineering is social techniques 
uses to illicitly obtain information or 
money via email or phone

• To gain a profit. Now a $8 Billion 
industry!



Common Malware
• Viruses 

• Worms

• Trojans

• Ransomware

• Spyware

Other Threats

• Botnets

• Hacking

• Pharming

• Phishing

• Identity Theft

• Credit Card 
Fraud

• Wi-Fi 
Eavesdropping

• DoS/DDoS

• Rootkit

• Email Hoax

• Social 
Engineering

• Human Factor



Web Attacks –
Scareware

• Tricks you into calling “Microsoft” and 
paying money to fix a fake issue

• They want remote access to your 
computer to “fix” the issue

• Web pages that look similar to real 
pages and want your login information. 
(Ex. Office 365, Facebook)







Scareware Prevention and Elimination

• It can happen even if you have good security software installed – can 
originate from streaming podcast sites, web advertisements

• Don’t click anything! 

• Ctrl – Alt –Delete is your friend! Kill the task. 

• If that isn’t possible, hold down power button on computer to power cycle 
your computer

• If scareware is still present after reboot, call your IT support team



Ransomware

• $2 Billion industry a year

• Survey: 51% of companies victim

• Encrypts your files and holds the key until you 
pay in Bitcoin

• Costs average $2,500

• Backups with long retentions

• Few firewalls or antivirus can help block

• “Friendly” tech support phone number to call to 
help you pay the ransom



Physical Threats

• Shoulder surfing

• Tailgating

• External drives – avoid free thumb 
drives!

• Desktop Security – lock your screen!

• Always ask Vendors for Credentials 
and verify the purpose of their visit, 
especially if they are working on 
telecom, door access control or other 
amenities with technology



Cell/Mobile 
Devices

• Just as vulnerable

• Use AV

• Use cell network, not 
free WiFi

• Stay updated

• Don’t side load apps

• Don’t jailbreak/root



Property Management 
Companies Are a Target of 
Phishing!!  

• Many times, hackers learn the organization 
structure of your company from your website

• They study your vendors and processes

• They use stolen information from the dark 
web to create realistic signatures/emails



Common Types of 
Phishing seen by 
Management companies  

• Fake emails from executives, regionals to property 
staff requesting “favors”

• Fake emails from your IT department saying your 
credentials are expired

• Fake invoices from vendors with suspicious 
attachments

• Fake documents being sent from property scanner 

• Fake Voicemails attachements

• Extortion emails (rare but very effective!) 



Phishing 
Example 



Phishing 
Example 







Extortion 
Example 



What Can You 
Do?

• Passwords & Password 
Manager

• Two-factor 
authentication

• Separate business & 
personal 
emails/passwords

• Utilize security software

• Keep OS & programs 
updated

• Encryption

• Be The Firewall!

• Call your IT team or CTS 
anytime you have doubts



Password Security Tips

• Keep your passwords private - Do not write or 
email!

• Use passwords of at least 12 (twelve) characters

• Use a combination of characters (ex. 3v4%Y}!)

• Don’t use dictionary words

• A strong password should look random

• Change regularly (ex. 30, 60, 90 days)



Password 
Creation 

How To

Follow These Steps Example

Think of a phrase or sentence with at 
least eight words.

I Want To Put A Dent In 
The Universe

Remove all but the first letter of each 
word in your phrase

IWTPADITU

Replace several of the upper-case 
letters with lower case ones

iWtpADitU

Now substitute a number for at least 
one letter

iWtpAD1tU

Finally, use a special character to 
replace a letter or two

iW+pAD1tU!



Threats now 
compared to 

a few years 
ago…



Q & A



Thank You!

If you need help or guidance, 
reach out  to me anytime at 
travis@ctsmultifamily.com or 
call 888.266.9715

mailto:travis@ctsmultifamily.com
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Upcoming Webinars 2021

Up Next:  5/27/21 at 1:00 PM CST
10 Tips for Exceptional 

Customer Service
with Wesley Aleshire

Register: 
edge2learn.com
epmsonline.com



Questions?
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