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Tlhavk o for joining us today

Wawut to learn more?

Pam Pedersown

Director of Engagement and Communications
Ed@o?_Lef/\rvn
ppedersondedage2learn.com
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TransUnion:

The State of Fraud in Property Management:

Do you have a plan?

Presented by:
Maitri Johnson
Vice President

7
Tenant & Employment Screening,
TransUnion

APRIL 29, 2021




Today's agenda

* Fraud Facts
* Types of Fraud
* Detecting Fraud

* Best Ways to
Reduce Fraud




Fraud is happening today

/

Bellingham, WA (August) - A 52-
year-old woman with previous
convictions for drugs, theft and

criminal impersonation was arrested
attempting to rent an apartment
under a stolen identity. She was
caught when the victim of identity
theft called to ask why her
information was being used to apply
for an apartment.

Chicago, IL (July) - “Empire” star
Taraji P. Henson was just one of
several identities stolen by a 26-year-
old woman who ultimately
abandoned at least one apartment
rented under another stolen identity,
leaving behind more than $4,000 in
damages and unpaid rent.

Columbus, OH (April) - A 28-
year-old faces federal charges
after allegedly using fake social
security numbers, including two

belong to children, to lease a
car and rent three apartments

over several years.

U

Richmond, VA (August) - Police are
working to identify a man who was
evicted from an apartment, owning
over $7,000. The apartment was

West Norriton, PA (September) -
A 69-year-old woman was arrested
with more than 50 stolen, cloned or
fraudulent credit cards, as well as
hundreds of stolen documents.
Many of her victims lived in her
apartment complex and the
surrounding area.

Los Angeles, CA (September) - A
surgical assistant at a prominent Los
Angeles area hospital was charged
with identity theft crimes worth
hundreds of thousands of dollars,
including a high rise apartment
rented for more than $10,000 a
month under a stolen identity.

rented under a stolen identity.

TransUnion@

Oxford, MS (September) -
A 24-year-old man was
arrested after using
fraudulent identity to obtain
an apartment. Further
investigation concluded that
he had successfully rented
apartments at two other
complexes under false
identity.

Charlotte, NC (July) - After her
identity was comprised, a Charlotte
doctor discovered that someone had
successfully rented three apartments
using her information. Police
arrested the people occupying one
apartment, including one with an
outstanding warrant for assault.

Charlotte, NC (June) - A
member of an identity theft ring
was accused of cloning credit
cards, illegally possessing a
firearm and leasing an
apartment. He had been
arrested at least a dozen times
since 2016.

© 2019 TransUnion LLC All Rights Reserved | 9



The traditional view of what fraud looks like
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This is what fraud looks like today! ™=
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Apartment Approval Packages
2:377 ol T @m)

< Cassie's Post

Ty Fetti s
October 23 - D

APARTMENTS $250 TO START .. $250 AFTER YOU
GET THE KEYS

HOUSES $375 TO START $375 AFTER YOU GET THE
KEYS

(YOU PAY YOUR OWN FEES AND FIND YOUR OWN
PLACE TO STAY)

(APARTMENT APPROVAL PACKAGE $300-INCLUDES
CPN

3stubs w verification

Rental verification

Rental insurance )

CPN- $175

CPN #'S $175

APT APPROVAL PACKAGE $300/ —-$375W (CABLE/
WIFI)

INSURANCE $75 FOR 6m (12m$150)

DOCTORS NOTES $25

JOB OFFER LETTER $25

LIGHT BILL $30

RENTERS INSURANCE $25

CHECK STUBS ($20 PER STUB) W/VERIFICATION!!!

ALL DOCUMENTS WILL BE EMAILED !!
CASHAPP ACCEPTED
HMU 11!

EVERYTHING YOU SEE POSTED IS WHAT | DO ...
NOTHING MORE NOTHING LESS

O 1 Comment 2 Shares

f O 8 & & =

2)

(/)
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Easy to Move Into!

4:38 v ol 5GcE.

< Ty Fetti —
November 6 - &

A list of easy move in apartments !

Apartments South/Desoto/Duncanville***
Legacy of Cedar Hill
Colony Apt Desoto
Pecan Crossing
Crest@lllinois

1303 Main

Lancaster Urban Village
Meadows on Merril
Westwood

4060 Preferred Place
Pacifica

Candlelight park
Interlace

Waverly @ Wolf Creek
Exchange 7272

6500 South

Iinois

Eagle Pointe

Wexford Townhomes
La Hacienda
Apartments North***
98 Fifty

Ilvanhoe

McCallum Corners
Estancia

Bel Terra

Sienna Springs
Chimney Hill

Vfe

View nf | ake Hinhlande

Write a comment... @
O = o =

U
-
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TO DAY IMPACTS DIFFERENTLY.
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First Party Fraud

* Intentionally taking on financial obligations they cannot / do not intend to pay
« Misrepresentation and falsification of documents to improve creditworthiness
» Collusion between parties to pass screening

First Party Fraud can be detected through appropriate credit screening

 Credit scores often suffer from fully utilized credit with charge offs and

delinquencies
» Bankruptcies are quickly followed by new inquiries for credit

@
TransUnion © 2019 TransUnion LLC All Rights Reserved | 14



Third Party / ID Theft Fraud

« Stealing identities on the dark web, through data breaches or by
friend/associate relationships

3.7 million identity records are stolen every day

 Data breaches are up 45% Social security number $1

« Consumers involved in a breach are 7 to 10 (D)ri\lfer’&‘i licenS? ; $ﬁ8
: . ST : nline login information 5 -
times more likely to be a victim identity theft Credit / debit card $20 - $200

2)

(/)
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Synthetic Identity Fraud

» Purposeful creation of new fabricated identities
* Uses mix of real and fictitious data to create a new credit profile
+ Skilled fraudsters groom the identity for prime scores then “bust out”

Synthetic Identity Fraud has doubled since 2012

» More than $1 billion in outstanding balances
* No third party victim to report the fraud and help stop it early
* Credit scores can be deceiving as synthetic fraudsters masquerade as good prospects

to improve their credit

@
TransUnion © 2019 TransUnion LLC All Rights Reserved | 16



f ‘
of synthetic fraud now
makes up all first-party

Combination of real and fabricated fraud*
information to evade screening

services

» Purchase pre-paid phone

* Purchase a stolen SSN from the internet using a
money transfer app

» Apply for loans, credit, and other transactions
through stolen SSN

» Pay a call center to vet your employment, history
and character

« Purchase an identity package on Craigslist.
Includes credit lines, forged address track
record, forged pay stubs and a forged ID

@
TransUnion © 2019 TransUnion LLC All Rights Reserved | 17



Applicant-based fraud is a bigger issue online than in- \ u,
person

To what extent is applicant-based fraud an issue for your company for each of the following
application methods? Please rate on a scale of 1 to 5 (1=not an issue to 5=critical issue).

w4 5-Critical issue

Online 22%

Regional VP, Property Management
Company

In-person

2)

(/)
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When fraudulent activity was identified\/

After move-in 73%

Poll
Thinking about the

Incidences of fraud
that have occurred
Over the paSt tWO At the time of move-in 36%
years, at which
pOInt(S) In the At the time of eviction 33% Sz%i:g;ln\giggorgsgzy
process did you
identify fraudulent Most experience fraud after move-in, an indication
P that current methods are not keeping up with
activity”

fraudsters and causes loss that could have been
prevented.

At the time of application 52%

But over half identified the fraud at the time of
application.

(/)
TransUnion © 2019 TransUnion LLC All Rights Reserved | 19



Impact of fraud on your organization \ u

What impact did this incident or incidents of fraud have on your organization?
Increased reputational damage 59%

Increased evictions 51%

Firms suffered lasting
consequences as a inernatime spent comparing appications o fin -
result of this fraud:

reputational damage,

discrepancies

inereased financialfoss 5% “One of the biggest concerns

is how [fraud] impacts our

increased eViCtionS, Higher vacancies 32% reputation. It can cost us
and tlme Spent on business from our clients and

it will often times cost us

. . Increased bad debt 22%
appl |Cat|0ns are the business from other clients
. . . . who weren’t even impacted
biggest implications oontknow [ 3% by the fraud. ~Director of Real
Estate, Property Management
Company
"2
TransUnion.

&
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Greg Is 42 years old and has applied for an apartment.

» He's recently moved to the
area and has started a new job
as an IT Manager

 His credit score is 690
* He makes 4x the monthly rent

* He has no criminal records or
evictions in his past

Greg is an example of
synthetic fraud.

Greg is an identity created by a
sophisticated ring of people
who specialize in
manufacturing identities.

TransUnion@



Pam is 39 years old and has applied for an apartment u
online. \/

» She’s a teacher for the local
school district, and has been with
the same school system for the
last 12 years

e Her credit score is 700
« She makes 4x the monthly rent

* She has no criminal records or
evictions in her past

You were a victim of synthetic
fraud perpetrated through

digital device.

* Your “applicant” is a member of
a team working to rent units for
the purposes of subleasing.

TransUnion@
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What should IJ'Iook for in a fraud solutic)n?

A Multi- Layered Solution Is Best

. Identlty Verification Ny
—Verlffthat the applicant is who they say they are

—Cre@llt data used to match PII mformgtlon and alert to
any mismatches &

'b

. Devift:e Verific FY £
—Ex’? lore dlglt:&e ‘(%“o?%pplicants L
_Ch’:‘ k that IP address isvalid = &0 i
— Check browser history for frauduler tact

 Authentigation v 3
— Provide 'a“plf ant Wlth a one ""”f&'e pass code

— Provide apph"-- ‘with out of wallet guestions to
authenticate identity




Not investing can be costly! \/

2 A
)

We’ve been between 8 to 10,000 units and growing to hit 20,000 in the next three years. [A fraud technology solution] wasn’t as important five
years ago, when we could speak with every applicant in person and verify information in person. Because we’ve expanded into the electronic

$

world and are growing faster than we we’re prepared for, it’s becoming crucial to invest in a technology solution.” —Property Manager, Real
Estate Company




Maitri Johnson
Email:
maitri.Johnson@transunion.com



Up Next: 5/13/21 at 1:00 PM CST
12 Ways to Improve Written Warnings
With Sue wWeston
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edge2learn.com
epmsonlive.com
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